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8-PORT POWER OVER ETHERNET WEB SMART SWITCH

Web Smart Switch Configure
Please follow the steps to configure this Web Smart switch.

Step 1: Use a twisted pair cable to connect this switch to your PC.

Step 2: Set your PC’s IP to 192.168.2.xx.

B Linkeys LNET00TR(/5) Fast Etheme,

| Componerts checked are used by this con
‘ ¥ % HwLink NetBI0S

to ash
W N/ Link IPX/SPX/NetBIOS Comps

% Intemet Protocol (TCP/IF) aticaly

A Usethe folowing IP address: —————————————————————

255 25 256 . 0

Step 3: Open the web browser (like IE...), and go to 192.168.2.1
Then you will see the login screen.

BED BHO ARD HHREL TEQ WAD
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ID and the password: admin
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Step 4: After the authentication procedure, the home page shows up.
Select one of the configurations by clicking the icon.

- Administrator

- Port Management
- VLAN Setting

- Per Port Counter
- QoS Setting

- Security

- Spanning Tree

- Trunking

- Backup/Recovery
- Miscellaneous

- Logout

2 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
G - [emmpunoeies2.y DIEIES £
W & | @ smantSwitch Web-Base Controller | Iskyre - REEM - SIEER - A & TEOQ

* Administrator
# Port Management 8-Port 10/100Mbps Ethernet Switch

# VLAN Setting

» Spanning Tree
» Trunking

¥ BackupiRecovery
* Miscellaneous

¥ Logout

hip 192,166 2.1 logout i

o Portbasedd
o Statstic

o Firewall
« POE Power on/offfunction

 Per Port Counter Advanced Features Basic Features.
¥ Qos Setting

Bandwidth cont « Embedded HTTP web management
¥ Security

load/Download configuration
through TFTP & HTTP
management

o Password security

o € R

%100
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Administrator: Authentication Configuration

2 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ [empmoies2.y DS 2l
W & | @ smantSwitch Web-Base Controller Iskyre - REEM - SIEER - A & TEOQ

 Administrat icati i i
BkEstratore Authentication Configuration
Setting Value
Username jadmin, max:15

@ Firmware Update Password ~ eseee max:15

@ RebootDevice Confirm  eeees
¥ Port Management
% VLAN Setting e
% Per Port Counter Note:
i setng Username & Password can only use "a-z","A-Z","0-9","_","+",".","="
* security
» spanning Tree
* Trunking
* BackupRecovery
* Miscellaneous
# Logout
Ritp/192.168.2 1 ASS hom B R %100

1. Change the user name and the password.

2. Click “Update” to confirm the new change.

Now, you can use the new user name and the password.



8-PORT POWER OVER ETHERNET WEB SMART SWITCH

Administrator: System IP Configuration

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

* Administrator

System IP Configuration

s Authentication
Configuration

Setting Value
1P Address [l

. eting

o Fimware Update PR L

o Reboot Device
# Port Management Gateway [ G
¥ VLAN Setting IP Configure ®static ODHCP
# Per Port Counter

T
+ Qos Seting
¥ Security Note:
S Invalid P Address
"127.00.1",

% Trunking

* BackupRecovery

* Miscellaneous o

%2 255",
# Logout and Greater than 223.* % *

hitp//192.168.2 1P hom 5 @ WS %.100°

1. Change the IP address: type the new IP address or select
DHCP IP configuration.

2. Click “Update” to confirm the new change.
“Update Successfully!!” will be shown on the screen.

3. Click "Reboot" to use new setting to login

Now, the setting of “System IP Configuration” is finished.
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Administrator: System Status

O - [emmpunszies2.y

W 4 | @ smartSwitch Web-Base Controller

= SmartSwitch Web-Base Controller - Windows Internet Explorer L EX]

DIRZIES £-

Iskype ~ MEEM - SFER - B FE® Y @ TEQ~

* Administrator

s Authentication

a Firmware Update
s Reboot Device

# Port Management

* VLAN Setting

* Per Port Counter

# Qos Setting

¥ security

# Spanning Tree

% Trunking

¥ BackupiRecovery

* Miscellaneous

¥ Logout

hitp1192.168.2 1 Status htm

System Status
MAC Address

Number of Ports

System Version

[ 1dle Time Security

00:03:ce:01:09:24
8
V100414

Idle Time:0 (1~30 Minutes)
Auto Logout(Default).
Back to the last display.

o €D MR % 100°

MAC address and system version will be shown on the screen.

1. Change the new comment of this switch by typing the new

comment.

2. Click “Update” to confirm the new change.
“Update Successfully!!” will be shown on the screen.

3. Click "Reboot" to use new setting to login

Now, the setting of “System Status” is finished.



8-PORT POWER OVER ETHERNET WEB SMART SWITCH

Administrator: Load Default Setting

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

* Administrator

s Authentication

Load Default Setting

o Fimware Update
s Reboot Device

# Port Management

* VLAN Setting

* Per Port Counter

# Qos Setting

¥ security

# Spanning Tree

% Trunking

¥ BackupiRecovery

* Miscellaneous

¥ Logout

hitp//192.168.2 1 seiDef hom 5 @ WS %.100°

1. Click “Load” to back to the factory default setting.
**Note: Recover switch default setting excluding the IP address,
User name and Password.

Now, the default is loaded.
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Administrator: Firmware Update

2 SmartSwitch Web-Base Controller - Windows Internet Explorer [AEE
O - [emmpunszies2.y

DIRZIES £-

Iskype ~ MEEM - SFER - B FE® Y @ TEQ~

W & | @ smartSwitch Web-Base Controller

* Administrator

Firmware Update
s Authentication

Configuration Please input the password to continue the
0 Firmware Update process.

Password
ReConfirm
Ty
o Notice:
¥ Port Manegement After clicking the "UPDATE" button, IF the firmware update webpage is not redirected correctly or is shown as "Webpage not found".
* VLAN Seting Please connect to http:/192.168.2.1
* Per Port Counter
+ Qos Setting
¥ security

# Spanning Tree

% Trunking

¥ BackupiRecovery
* Miscellaneous

¥ Logout

hitp 192,168 him

o €D MR % 100°

Follow the instruction on the screen to update the new firmware.

Please contact with your sales agents to get the latest firmware
information.



VS
8-PORT POWER OVER ETHERNET WEB SMART SWITCH

Administrator: Reboot Device

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

s dministrator Reboot Device:
o Auterticaton Click "Confirm" to Reboot the Device

Configuration

imware Update

# Port Management
* VLAN Setting

* Per Port Counter
# Qos Setting

* security

# Spanning Tree

% Trunking

* BackupRecovery
* Miscellaneous

¥ Logout

hitp1192.168.2 L kessblevice bt

o €D MR % 100°

1. Click “Confirm” to reboot the device.

Now, the setting of “Reboot Device” is finished.
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Port Management: Port Configuration

~ SmartSwitch Web-Base Controller - Windows Internet Explorer

@ ~ @] htp:/192.168.2.1/
W 4 | @ smartSwitch Web-Base Controller

3 Skype

AEEW -

PIEIES

= FIER)

-l AEE v

=EE

RO~

i Port Configuration
 Port Management
Auto Speed Duplex Pause Backpressure Tx Capability Addr. Learning
Function
Gontrol
o POE e oo 0 030 o0 050 060 0801
Port No. -

¥ VLAN Setting

 per Port Counter

+ Qos seting

* securiy

» Spanning Tree Current Status Sefting Status

9 Port

Trunking Link | Speed | Duplex | FlowCtl | AutoNego | Speed | Duplex | Pause | Backpresswe | TxCap | A4

¥ Backup/Recovery Learning

¥ Miscellaneous 1 Auto 100M Full On On On On

WLogeid 2 Auto 100M | Rl on on on on
3 Auto 100M | Rl on on on on
4 Auto 100M | Rl on on on on
| Auto 100M Full On On On On
6 Auto 100M Full On On On On
g Auto 100M Full On On On On
8 Auto 100M Full On On On On

Nip192.168 2 Porethim 5 @ wan %100

Select the “Port No.” - configure the mode below:

“Auto” - enable/disable Auto-Negotiation.

“Speed” - 10M or 100M mode for the selected port.
“Duplex” - Full or Half-Duplex mode for the selected port.
“Pause” - enable/disable for the selected port.
“Backpressure” - enable/disable for the selected port.

“Tx Capability (Cap) ” - enable/disable for the selected port.
“Addr. Learning” - enable/disable for the selected port.

AR

Now, the setting of “Port Configuration” is finished.

-10 -
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Port Management: Port Mirroring

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

3 Adminstrator Port Mirroring
« PortManagement
1 2 3 4 5 6 7 8
P
e o al a o o al ) )
s
Cﬂﬂmm\ Monitored Packets Disable v
" PO 1 2 3 4 5 6 7 8
s Source Port L 2 = . % L z, .
¥ Per Port Counter
Update
+ os setting
» Secury Mult to Muli Sniffer functon
+ Spaming Tree
¥ Trunking
S —
¥ Miscellaneous
# Logout
NI Y 100

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from
Source port to Destination port for analysis.

1. Select the Destination port: you can choose port 1 to port 8

2. Select the Source port: by clicking the checking box of the
port.

3. Click “Update” to save the setting.

Now, the setting of “Port Mirroring” is finished.

-11 -
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Port Management: Bandwidth Control

2 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ [empmoies2.y DS 2l
W & | @ smantSwitch Web-Base Controller Iskyre - REEM - SIEER - A & TEOQ

S A Bandwidth Control
» Port Management
Port No Tx Rate Value Rx Rate Value
oy Bandwidth = |X resolution. (0~19/195/255) Bandwidih & |X resolution. (0~19/1951255)
0: Full speed. 1~19/195/25: Specified bandwidth. 0: Full speed. 1~19/195(255: Specified bandwidth.
Low w
3 Low:32Kbps
o (1) Rate value: 1-255.
# Per Port Counter Resolution | High:512Kbps
% Qos Setting (1).When link speed is 10M and the resolution is 512Kbps, the Rate value should be 1~19.

(2).When link speed is 100M and the resolution is 512Kbps, the Rate value should be 1~195.

# Security Al ports use the same bandwidth resolution.

» Spaning Tres
* Trunkng (=Dt

¥ Backup/Recovery 1f the link speed of selected port is lower than the rate that you setting, this system will use the value of link speed as your setting rate.

 Miscellaneous

¥ Logout
Port Link Port Link
No Tx Rate(Kbps) Rx Rate(Kbps) Speed No Tx Rate(Kbps) Rx Rate(Kbps) Speed
1 Full Speed Full Speed - 5 Full Speed Full Speed
2 Full Speed Full Speed 6 Full Speed Full Speed
3 Full Speed Full Speed ¥ Full Speed Full Speed
4 Full Speed Full Speed 8 Full Speed Full Speed
hitp:192.168.2.1/DataRete hm Y %100

Select the “Port No.”: you can choose port 1 to port 8
“TX Rate Value”: set the transmission rate of the selected port.
(0:Full speed; 1~255:Specified bandwidth.)

DN =

3. “RX Rate Value”: set the receiving rate of the selected port. (0:
Full speed; 1~255: Specified bandwidth.)

4. “Resolution” : Low: 32 kbps / High: 512 kbps

5. Click “Update” to confirm the setting or “LoadDefault”.

Now, the setting of “Bandwidth Control” is finished.

-12 -



8-PORT POWER OVER ETHERNET WEB SMART SWITCH

Port Management: Broadcast Storm Control

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

 Port Management

@ Port Configuration

 VLAN Setting

* Per Port Counter
¥ Qos Setting

¥ Security

* Spanning Tree

* Trunking

* BackupRecovery
* Miscellaneous

# Logout

hitp1192.168.2 1 Brosdoesthim

* Administrator

Broadcast Storm Control

Threshold

1~63
1 2 3 4 5 6 7 8
Enable Port O O o O O o O O

Update

This value indicates the number of broadcast packet which is allowed to enter each portin one time unit. One time unit is 500 us for
100Mbps speed and 5000us for 10Mbps speed

o €D MR % 100°

1. “Threshold” - Set the threshold from 1~63.

2. “Enable Port” - per port to define the status of broadcast packets.

3. Click “Update” to confirm the setting.

Now, the setting of “Broadcast Storm Control” is finished.

-13 -
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Port Mana= ement: PoE Confi= uration
SmariSwiich Web-Base Controller - Windows Internet Explorer CEX]

& - [Elhipilo2.1682.1/ 3 (&%
W & | @ smantSwitch Web-Base Controller Rskype - REEM - SFEHER - HEED > G TEQ -

# Administrator POE Configuration

. Port Management
o Port Configuration
s PortMirroring
o Bandwidth Control Port oL [ 03 04 05 [ o7 08
: g!]natijas‘ b Enable
° EOE PSE Current No Load Noload | Noload | Noload | Noload | Noload | Noload | NoLoad
VLA Seting Minimun Output
# Per Port Counter Power
¥ Qos Setting POE Class
¥ security
# Spanning Tree -Updals
* Trunking Update: Update the power control funtion.
+ BackupRRecovery Enable :Fower On
» Miscellaneous Enable ™ :Power Off
* Logout
hity /192168 2 1/POE htm o @ mEE %100% -

Remote access and monitor the attached PD (Powered Device) statu
by using Enable/Disable function.
1. Enable: POE of the port is able to supply power to the attached
PD (Powered Device)
2. PSE Current & Minimum Qutput Power: The status of the
port current and minimum output power.
3. POE class: each POE port will detect the class of the attached

PD (Powered Device)

4. Click “Update” to confirm and finish the setting.
Now, the setting of “PoE Configuration” is finished.

-14 -
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VLAN Setting: VLAN Mode

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

O - [emmpunszies2.y

W & | @ smartSwitch Web-Base Controller

* Administrator

3 Skype

PIEIES

REEM - SFER

-l AEE v

VLAN Mode
* Port Management
2 VLAN Setting
VLAN
e T Bued vy [ R )
S Multito 2 Setting Port 01 Port 02 Port 03 Port 04
# Per Port Counter © Add Tag O Add Tag O Add Tag © Add Tag
S s ©Forward © Forward ©Forward © Forward
- ORemove Tag ORemove Tag ORemove Tag ORemove Tag
g Outgoing packets
¥ Spanning Tree Port 05 Port 06 Port 07 Port 08
* Trunking O Add Tag O 4dd Tag O Add Tag O Add Tag
pmer e ©Forward ©Forward ©Forward @ Forward
3 ORemove Tag ORemove Tag ORemove Tag ORemove Tag
# Miscellaneous
» tason

Operation principle for Add Tag, Forward and Remove Tag
Before a packet sending out from the port
1. Add Tag
(a) Insert a tag using the default VLAN tag value of the source port if there is no tag in the original packet.
(b) Forword packet if the original packet contains VLAN tag.
2. Forward
Forward packet without modification
3. Remove Tag
(a) Remove tag if the original packet contains VLAN tag.
(b) Forword without modification if there is no tag in the original packet.

hitp//192.168.2 1 VLANMODE htm £ €D PR %100

There are two VLAN modes : Port Based VLAN and Tagged VLAN.
Click “Change VLAN mode” to select the mode.

**If the Port Based VLAN function is enabled, Multi to 2 setting and
tag Based VLAN will be disabled automatically.

Now, the setting of “VLAN Mode” is finished.

-15-
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VLAN Setting: VLAN Member Setting (Port Based)

&~ e nmnozies2l

= SmartSwitch Web-Base Controller - Windows Internet Explorer @EE
=

| (4] [x

Rskype - REEM - SFEHER - HEED > G TEQ -

W & @ smartSwitch Web-Base Controller

# Administrator VLAN Member Setting (Port Based)
# Port Management
. VLAN Setting
s VLANMode Port o v [R=d)
e Dest PORT oL 02 03 04 05 06 07 08
® Mullito2 Sefing
e——— Member Selection = =
# os ey () ()
¥ security
* Spanning Tree
¥ Trunki
v VLAN MEMBER
» BackupRecovery
¥ Miscell
# Miscellaneous Port i 2 3 4 5 6 7 8
¥ Logout
1 v v v v v v v v
2 v v v v v v v v
3 v v v v v v v v
4 v v v v v v v v
5 v v v v v v v v
6 v v v v v v v v
7 v v v v v v v v
8 v v v v v v v v
Port 1 2 3 4 5 6 7 8
VLAN MEMBER
hitp192.168.2 1VLANSwitch htm £ € R %100

You can select a port group.

1. Click the port numbers: which you want to put them into the

selected VLAN group.
2. Click “Update” to confirm and finish the setting.
3. Click “LoadDefualt” to back to the original factory setting.

Now, the setting of “VLAN Mode” is finished.

- 16 -
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VLAN Setting: Multi to 2 Setting

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

» Admiristrator Multi to 2 Setting
¥ Port Management

 VLAN Setting

VLAN Hode

Home VLAN 1: [0 ¥
8y ver Destination PortNo
o i Home VLAN 2: |01 v

Current Setling Port:- & -

¥ Per Port Counter
¥ Qo setting
—— o1 02 03 04 05 6 07 08
Disable (] o (8] o [m]

Port
> Trunking

* BackupRecovery

* Spanning Tree

1.4 example for Multi-to-2 structure
* Miscellaneous

# Logout

'VLAN Configuration

2.The original setting of the VLAN Group will be cleared and replaced by this special structure if you enable this function.
On the other hand, If you set the VLAN Group again, this special structure will be cleared and replaced by your newest setting.

hitp//192.168.2 1 VLANFTTH hom £ €D PR %100

This is a special design for easily setting the switch VLAN into
“VLAN Per Port*.

1. Choose “Destination Port No”.

2. Choose “Disable Port”

3. “Disable Port” — choose the port which you don’t want to use
4. Click “Update” to confirm and finish the setting.

After this setting, all ports can only connect to destination ports.

-17 -
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Per Port Counter: Counter Category

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

» Administrator Counter Category
# Port Management
* VLAN setting
' Per Port Counter Counter Mode Selection: | Receive Packet & Transmit Packet.
o [EsHeHnE Port Receive Packet | Transmit Packet
¥ Qos Setting
01 0 0
* Security
# Spanning Tree 02 0 0
¥ Trunking 03 0 0
* BackupRecovery o4 0 0
* Miscellaneous
: 05 0 0
# Logout
06 0 0
07 0 0
08 0 0
Refesh
Note:
If Counter Mode is switched from the old one 1o a new one, the counter value of the old one will be discarded. And the counter value
of the new one will be counted from zero.
hitp:#192.168.2.1/Counter hm. o € R % 100°

You can read the transmitting and receiving packet of the connecting
port.

Click “Refresh” or “Clear” the data.

- 18 -
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QoS Setting: Priority Mode

 SmartSwitch Web-Base Controller - Windows Internet Explorer. CEX
&~ e mpmozies2 RIS Al
& | @ smanswitch Web-Base Controller Iskype ~ MEEM - SFEHR) - HEED Y G TAOQ ¥

* Administrator

# Port Management
2 VLAN Setting

# Per Port Counter
QoS Setting

fisdd

* Security

# Spanning Tree

» Trunking

# BackupRecovery
# Wiscellaneous

# Logout

hitp1192.168.2 11Q0SM hirm

Priority Mode

@First-In-First-Service
Mode = ©All-High-before-Low: All packets will be assigned to either Q2(High) priority or Q1(low) priority.
©4 Queue WRR

WRR | Q1:[%%|Q2:(8 ¥|Q3:(3 ¥|Q4:[8 v

o €D MR % 100°

There are three Priority Modes to select.
1. “First-in-First-Service” - the first receiving packet will be firstly

transmitted.

2. “All-High-before-Low” — All packets will be assigned to either

high priority queue or low priority
queue.

“4 Queue WRR (Weight-Round-Robin)” - set the ratio of

the transmitting packet.

Click “Update” to confirm and finish the setting.

-19 -
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QoS Setting: Class of Service

i xp)
Qo B hmns.165 vl »
% S [ Smanswitch Web-Baos Contoller A - BUHQ - STDE - 2 ERD < O TAQ -

TCPIUDP > IP TOSIDS > 802/1p > Physical
This means TCP/UDP CoS will override all other settings.
(1) TCP/UDP port
o
ey T o
S o e e
w o
- =
= n
e =8
= =
e T3
MSN Q
QQ IR
cQ I
e o
e o

Mote: These user-defined TCP/UDP port are the same as thal usedin TCPUDP fiter

erision User.defired A User-dofined B User.defined C
e e - Port ~Port Pot |~ Port
The TCPIUDP port wil be checked on the following physicalport

[ 2 [ [ [} 06 o [

] o o o ] o o o
m o priory queve.
(2)1P TOS/IDS 4
1PTOSIDS Priorty 60001010 (3 ¥/ 65010010: (& ¥ 60011010: (@ ¥/ 6v100010; @
Settng 6b101110: QT | 6110000. 0 ¥ §b111000: @ %] Other Values: Q1
IPTOSDS Port 0 02 0 o [ [ o7 8
Setting o o o C i o

=0

(3)802.1p

For 802 1p prioiy field, the switch uizes th folowing priorty mapping table.
7are mapped o the “Q4" prioniy quee.

1 and 2 are mappedito the "Q1" prioriy queve.

Port NolMode 802.1p. Port NoMode: 802.1p.
1 o s o
2 o 0 a
s o ' E
. o . a
]

(4) Physical port

@ @
2 D e
3 aw e
7] Qv v

e 5 @ mm wioow -

-20 -



d

DIGITUS °
NS

8-PORT POWER OVER ETHERNET WEB SMART SWITCH

You can set QoS mode of per port by different bases.

TCP/UDP > TP TPS/DS > 802.1P > Physical port

1. “TCP/UDP Port” — Q1 ~ Q4 options are effective for the
selected physical port only. “Drop” option is the global setting
for all physical ports.

The packet queue will be transferred based on the number of “4
Queue WRR” on QoS Setting: Priority Mode.

**WRR -Q1/Q2/Q3/Q4
**“Drop” - packets will be dropped.

2. “IPTOS/DS” — “Priority Setting”: Q1 ~ Q4; “IP TOS/DS Port
Setting” - It means the packets with special IP will be
firstly transmitted.

3. “802.1p” — Priority mapping table as the screen shown.

4. “Physical port” - you can select the port which you want to
configure as Q1~Q4 priority.

5. Click “Update” to confirm and finish the setting.

Now, the setting of “Class of Service” is finished.

-21 -
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Security: MAC Address Configuration

2 SmartSwitch Web-Base Controller - Windows Internet Explorer [mEE
& - e nmpnozies2l vl [4][x 2B
W & |@ smantSwitch Web-Base Controller Rskype - REEWM - SFEHR - GFEED - & THO ¥

* Administrator

MAC Address Configuration

# Port Management
* VLAN Setting

¥ Per Port Counter Port No. MAC Address
# Qos Setting
 Security

a TCPIUDP Fiter

# Spanning Tree
* Trunking Select Port 01 ] Binding Disstle v
¥ Backup/Recovery
» Miscellaneous Port No. Filter Status Port No. Filter Status
# Logout 1 Disable 5 Disable
2 Disable 6 Disable
3 Disable 7 Disable
4 Disable 8 Disable
hitp192.168 2.1 LookMAC him o @ mEE %100

Set special MAC address to activate on the selected port
1. Choose “Select Port” — port 1~8

2. “Binding” — “Enable”: allow the packet with the specified
source MAC address to enter this port.

3. Click “Update” to confirm and finish the setting.

Now, the setting of “MAC Address Filter” is finished.

-2
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Security: TCP_UDP Filter Configuration

= SmartSwitch Web-Base Controller - Windows Internct Explorer

v %% o

W & | @ smartSwitch Web-Base Controller Syskype - BEWOQO - WFEMER - O ERE - G TRO -

35 7
¥ A strmbor TCP/UDP Filter Configuration
* Port Hanagement
¥ VLAN Setting
¥ Per Port Counter Function Enable || Dissbie v
3 Gos Setting =
 Security “Deny” means the oulgoing packets to the selected port with selected protocol will be dopped

and other protocols will be formarded.
Port Filering Rule | _"Allom” mens the selected protocol wil e formasded and olher piotocol will be diopped.
Note:

oG s 1. The secure WAN port should be set a the physical port which is connected o the server.
3 2. Once this function is enabled, the switch will check the destination TCPAUDP port number at the outgoing direction of the secure ¥
T 1f the condition matches, this packe! will be dropped or forwarded.
* BackupRocovery =
] 10; 3

—— secrs Porl Oror01 CIPon02 Oron03 Clrord4
# Logout DOron0s Clrort0s DOeor07 Olren0z

OFTP OssH DTELNET CIsMTP

Opns OTFIP DOHTTP Orop3

OINEWS OIsNTP OnetBlos OiMae

Protacol =

CIsnMp THTTES DXRD_RDP ]I]:‘??C.H

Ouger- JUser- O Usar-

defined & defined B defined C

TCPUDF TCHUDF TCPUDF

Tplie

Note:The description of Secure WAN port iz shown below.

TELMET Client, ) ’
FTP Client, Switch - E
HTTP Client , d—y Engine. il TELENT Server,
e P2 F1P Server
T et HTTP Server
Eorts,
r e

S
Chiert i |

Example: Set the secure WAN port at P§

<
Tip192,168.2 | LockFost him. 8 @ M #100%

You can enable or disable this function of per port.

If the “Function Enable” is “Enable”, please kindly check the
following setting:

1. “Port Filtering Rule” —

“Deny”’: the outgoing packets to the selected port with selected
protocol will be dropped and other protocols will be
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forwarded.
“Allow”: the selected protocol will be forwarded and other
protocol will be dropped.

2. “Secure Port” — choose secure ports which you want.

**Note 1:

a. The secure WAN port should be set at the physical port
which is connected to the server.

b. Once this function is enabled, the switch will check the
destination TCP/UDP port number at the outgoing direction
of the secure WAN port.

If the condition matches, this packet will be dropped or

forwarded.

**Note 2: The description of Secure WAN port is shown on the
bottom of this screen.

3. “Protocol” — choose protocols which you want.
4. Click “Update” to confirm and finish the setting.

Now, the setting of “TCP/UDP Filter Configuration” is finished.

Y
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W 4 |@ smartSwitch Web-Base Controller Riskype - MEHM - STEER - FHEEED - G THO) -

¥t STP Bridge Settings
STP Bridge Status
Bridge Priority | Hello Time Mazx Age Forward Delay|
STP Mode
©61440) | (1~105e0) || 6~405e0) || (4+30 5e0)
v e 2 20 15
: s
» Trunking [Note: 2*(Forward Delay-1) >=Mar Age,
¥ Backup/Recovery Iz DcHello Ti 7
¥ Miscellaneous i A 2 2 (tRlo TIEH)
¥ Logout
STP Bridge Status
STP Mode || Bridge ID |[ Hello Time [ Max Age _[[Forward Delay [ Root ID
RSTP | 32/660003CEOI09A4 | 2 | 20 | 15 | Tmitherootbridge!

o CEF BEEEREESR - & @ S % 100

This setting is to avoid the loop network.

1. Select the “STP Mode”- choose “Disable”, “STP” or “RSTP”

2. Set the “Bridge Priority” — Set the priority of the Bridge

3. Set the period of “Hello Time” packet — Provides the time period
between root bridge configuration messages.

4. Set the “Max Age” — Indicates when the current configuration
message should be deleted.

5. Set the “Forward Delay” time — Provides the length of time.
After a topology changed, bridges should be waited before
transitioning to a new state (If a bridge transition is very fast,
some network links might not be ready to change their states.
Under this circumstance, loops might be occurred.)

6. Click “Update” to confirm and finish the setting.

Now, the setting of “STP Bridge Settings” is finished.
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Spanning Tree: STP Port Settings

[C s

= SmartSwitch Web-Base Controller - Windows Internet Explorer [@EE
i

W & | @ smantSwitch Web-Base Controller Rskype - REEWM - SFEHR - GFEED - & THO ¥

¥ Administrator STP POn Seﬁi ngs

. Portanagement

» VLAN Setting

N———— STP Port Sellings

> Priorits RPC (Root Path Cost)

& ::;f:""g roio. | g5 ooty

% Spanning Tree Y %

® STP Bridge Settings S
o i Fa i

¥ Trunking

¥ Backup/Recovery

 Miscellaneous STP Port Status

» Logout Fort No. RPC Priotty | State Satus Designated Bidge | DIEnAted
1 Auto(200000) 0x80 - Disable
2 Auto(200000) 0x80 - Disable
3 Auto(200000) 0x80 - Disable
4 Auto(200000) 0x80 - Disable
b Auto(200000) 0x80 - Disable
6 Auto(200000) 080 - Disable
7 Auto(200000) 080 - Disable
8 Auto(200000) 0x80 - Disable

o € EEmEs % 100"

1. Choose “Port No.” : Port 1 ~ Port 8
2. Choose “Priority”: 0~ 240

3. “RPC” = Root Path Cost: 0 = AUTO. When the loop is found,
the STP/RSTP will calculate the cost of its path.
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Trunking: Link Aggregation Settings

& - [Elhipilo2.1682.1/ 3 [5][x

= SmartSwitch Web-Base Controller - Windows Internet Explorer [@EE
= =

W & | @ smantSwitch Web-Base Controller Rskype - REEWM - SFEHR - GFEED - & THO ¥

¥ Administrator Trunking
. Port Management
# VLAN Setting
 Per Port Counter System Priority H 1 (1~65535)
* Qos Setting Link Aggregation Algorithm I MAC SrckDst v,
» secury
S S e [Notice: If any trunk group is set to LACF type, each port in the trunk group will not be
# Trunking lenabled(can't Forward/Receive) until the port can finish LACP procedure with its link partner
=
* BackupRecovery
¥ Miscellaneous
» Logout
Link Group 1 [ Link Group 2
PL | P2 | P3 | P4 | PS5 | P6 | P7 | P8
Member =
State Dissble v Disable v |
Type LACP « LACP v
Operation Key i1 (1~65535) 2 (1~65535)
Time Out Short Time Out v Short Time Out v
Activity Passive v Passive
=) o

(5 @ Eee w100

There are two groups to choose and max. for each group is 4 ports.
Click “Submit” to confirm and finish the setting.

“State” — Enable / Disable

“Type” — LACP/ Static

“Activity” — Active/Passive: Both switches use “LACP” to
configure the Trunk, at least one of them should be “Active”
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Backup/Recovery

= SmartSwitch Web-Base Controller - Windows Internet Explorer [@EE
i

& - e nmpnozies2l
W 4 | @ smartSwitch Web-Base Controller 3 Skype

3 [5][x

- REEM - SFEHE - BEE - O TEO -

¥ Administrator Configuration Backup/Recovery
* Port Management
¥ VLAN Setting Backup(Switch—PC)
# Per Port Counter
NS Please check "Download" to download EEPROM contents.
* Security
* Spanning Tree
* Trunking y
» BacipiRcos Recovery(PC—Switch)
* Miscellaneous Select the image file
> Logout X..)
Password: Dee
i R BREAREEN - 5 @ e %100

Follow the instruction on the screen to update the original setting.
“Backup” - Click “Download” to confirm the setting.

“Recovery” — select a file and key in the password = Click “Update”
to confirm the setting.

Y
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Miscellaneous: Miscellaneous Setting

= SmartSwitch Web-Base Controller - Windows Internet Explorer [@EE
i

& - e nmpnozies2l DIRZIES
W & | @ smantSwitch Web-Base Controller Rskype - REEWM - SFEHR - GFEED - & THO ¥

it Miscellaneous Setting
# Port Management
# VLAN Setting
# Per Port Counter Output Queue Aging Time
# QoS Seting Agingtime | The Output quete aging function allows the adrinisirator to Select the aging time of a packet stored in the output quetie. A
i ey packet stored in the output queue for a long time will lower the free packet buffer, resutting in the poor utiization of the
™S | buffer and the poor switch performance.

¥ Spanning Tree
* Trunking VLAN Striding
» BackupRecovery VLAN Striding | When this function is enabled, the switch will forward a uni-cast packet to the destination port. No matter whether the
» Wisceiianeous Di destination port is in the same VLAN group.
# Logout IGMP Snooping V1 & V2

IGMP Snoopin

IGMIP S100BiNG || 50p Snooping V1 & V2 function enable

Upde

hip192.1682 I MISC him Y] T

1. “Output Queue Aging Time” - You can set queue aging time into
different milliseconds or disable this function.

2. “VLAN Striding” — You can enable/disable this function.

3. “IGMP Snooping V1 & V2” — You can enable/disable this
function.

4. Click “Update” to confirm and finish the setting.
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Logout: You can click “Logout” to logout.

£ SmariSwitch Web-Basc Controller, - Windows Internet Explorer
& - [elnmpim0248.143.1250 3 %)) [Live Search ol
é ¢ [ smartswitch Web-Base Conrolle Rsipe - MEFW - BIER - RO - G TRO -

E © EeEn 5100% -
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